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QUALITY ATTRIBUTES OF AN >

’ 1. Uperﬂtinnal Quality Attributes

The operational quality attributes represent the relevant quali,

attributes related to th

3.2 Quality Attributes of Embedded Systems

ality attnb g : i
Quality utes are the non-functional requirements that need to be ¢ embedded system when it is in the operatiog,

¢ important quality attributes coming upd,.

mode or ‘onling’ mode. Th
|

documented properly in any system design.

= If the quality attributes are more concrete and measurable, it will givea this category are listed below:

| 1L i
positive impact on the system development process and the cnd Responsc

|. P.l'ﬂd uct.
FL o # Throughput

i III'r . . .
»/ The various quality atributes that needs to be addressed In any .
i1 Reliability

embedded system development are broadly classified into two, namely
i Maintainability

i.  Operational Quality Aunbutes
Securnly

ii. Non-Operational Quality Aurtbules

== == = —

v Safety

it -
ii. Throughput ,

< with the efficiency of system.

r—— —_—

5 2 i. Response

» Response is a measure of quickness of the system.
* |tgives vou an idea about how fast your system is tracking the input

variables.

= Alost ﬂr the l:mbﬂddl;"d EFEIEm dlﬂmﬂnd fasl response which ShﬂUIlLI be |» The rates can he EIEWSSE[‘ in ferms ﬂf “"it.. 0
produced, or any other meaningful measurements.

like the ones used im buses, throughs
Reader can perform in 3 '“i'".l

‘hroughput deal

« It can be defined as rate of production or process of a defin
process over a stated period of time.

{ products, Im:i-;_

real-time.

Ex. An embedded system deployed in flight control_application E In case of card reader
means how much transactions the

should respond in a Real Time manner.

*  Any response delay in the system will create potential damages to arhour or day,
f,"thc safety of the flight as well as the passengers. / , : ' |
/ « Throughput is generally measured in terms of ‘Benchmark.
o/ It is not necessary that all embedded systems should be Real Time in s : : -
* : ‘Benchmark® is a reference point by which something ca!
response. -
measured. ,
« For example, the response time requirement for an electronic to) is |
| - i : . a set formance criteria that a product
| ot at all time-critical. Renchmark can be a set of performance crite p ,
. expected to meet or a standard product that can be wsed |
comparing other products of the same product line.
e —————— —_ — — — e — —_— — e ——— - L

iii. Reliability

of how much percentage you rely upon the

« Religbility is a measure
proper functioning of the system of what is the % susceptibility of the

system to failure.
s (MTBF) and Mean Time To Repair

« Alean lime Retween Failure

{(MTTR)are the terms used in definin

g system reliability.

. MTEF gives the frequency of failures in hours/ weeks/months.
. f'fhﬂ"'l' R specifies how long the system is allowed to be out of order

{

{ following a failure.

ystem with critical application need, it should be of

For an embedded 5

\

the order of minutes. |
|

A Pl e s,
T e e e ——
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Mamntainability can be classified into two ty pes:

| AR inkjet printer uses ink cartridpes, which are
manulaciurer the end use should replace
quality pr{’.m:.-

irs o rectify this problem,

use. In any embedded system design

* | Reliability and maimtainability are considered as two
| syatem means a sysicm with [ess corrective nintainability requireinents and vice versa.

iv. Maintainability

Maintainability "I':"'I-"_ with suppart and maintenance 1o the end user ar client in case of technical
bsues and product Tailures or on the basis of a routine system checkup

complementary disciplines. A more reliable

I Scheduled or Periodic Maintenance (Preventive Mainte A

consumable components and as per the printer
the cartridge afier cach ‘n" number of priniouls o get
Mgintenance to Uncipected Failures (Corrective Maintenance)

paper feeding part of the printer fails the printer fails to print and it requires immediate

¢ it is obvious that maintainability 1s simply an indication of the as ailability of the product

the ideal value for availability is expressed as
A = MTBF/(MTBF + MTTR

v. Security

w 1

“Confidentially’, *Integrity’, and * \wvailahility® are three major measures of
' jnformation security.

| iCynfidentially’ deals with the protection of data and application from
unauthorized disclosure,

« ‘lntegrity’ deals with the prolection of data and application [fom
. anauthorized modification.

- | « Availability’ deals with protcction of data and application from wnauthorized

vi. Safety

*  Safety deals with the possible damages that can happen to the opcralors,
public and the environment due to the breakdown of an embedded system or

due to the cmission of radinactive or hazardous materials from the

embedded products.

*  The breakdown of an embedded system may occur due to a hardware failure
)

of 4 firmware failure.

Safety analysis is a must in product engincering 1o evaluate the anticipated
damages and determine the best course of action to bring down the

consequences of the damages to an acceptable level.

IRErs.

" I;:ﬂl:‘tﬂin embedded systems have to make sure they conform to the security ’
measures, |
Ex. An electronic safety Deposit Locker can be used only with a pin number |

[ like a password.

2. Non Operational Attributes

| * The quality attributes that needs to be addressed for the product *nat* on the
basic of aperational aspects are grouped under this category. The important

‘i‘-!ﬂfl'f'f attributes coming under this category are listed below:
4 F“mmlil}r & Dcbug-ability
il_;';-E!-’ﬂlw.iI:ilily
Hi. Portability

I

Time to prototype and market

Per unip and tona] cost

By Debug-

i. Testability & Debug-ability

« Testability deals with how easily one can test his'her design, application and by
which means he/she can test it.

« For an embedded product, testability is applicable to both the embedded
hardware and firmware,

e  [chun-ability is 2 means of debugging the produer as such for figuring out the
probable sources that creale unespected behavior in the total system.
ability has two aspects in the embedded system development context,
namely, hardware level debugging and firmware level debugzing,
ware debugging is used for figuning out the issucs created by hardware
oblems whercas firmware debugging is employed to figure out the probable
rrors that appear as a result of laws in the firmwarc.

\ :

b

Evaly - ‘
olvability is g term which is closely related to Biology.

ii. Evolvability

Evolvabilipy ;
Wbility is referred as the non-heritable variation.

For an .
the ':H:“btdd.:.j‘.;},sh_.m‘ the quality attribute *Cvalvability' refers to
With which the embedded product (including firmware and

m“"ﬂn; p
haaryy ) wun he maodified 1o ke advantage of new [irmware or
arg tt-l:lmul;unit..“

i

/

| i iii. Portability

= Portability is o measure of *system independence .

« An embedded product can be called portable if_tt 15 capahle of
[unctioning in various environments, target Provessais controllers and
embedded operating systems.

i
A standard embedded product shou ld always be Mexible and portable,

/
!

|/
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B v. Per Unit Cost and Rﬁenue

B iv. Time-to-Prototype and Market

*  Time-to-market 15 the time elapsed between the conceptualization of a
product and the time at which the product is ready for selling (for
commercial product) or use (for non-commercial products).

The commercial embedded product market is highly competitive
and time to market the product is a critical factor in the success of a
commercial embedded product.

. Ifrfuluct prutotyping helps a lot in reducing time-to-market.
g

i

* Costis a factor which is closely monitored by both end user (those

who buy the product) and product manufacturer (those who build the
product).

Cost is a hizhly sensitive factor for commercial products.

Proper market study and cost benetit analvsis should be carried out
befure taking decision on the per unit cost of the embedded product.

* When the product is introduced in the market, for the initial period
the sales and revenue will be low,

There won't bhe much competition when the product sales and
revenue increase.

* During the maturing phase, the growth will be steady and revenue
reaches highest point and at retirement time there will be a drop in
sales volume.

1-r.||_!_+:mt

Cont’d
4 prodct | Predua | o ! Product | Product Ir
development ¢+ ‘picuciion | | maturtty | reuremen :
] | i I
i I | |
F | I i |
i i |
¥ ] | |
4 i i i
g ‘ \,
1 |
&= |
i I
|
|
|
|
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Createdask Wait Timer
C'reate task Ignition Key Status Manitar
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I‘F wlt 1 hﬂlf" Tk flfﬂrm ( umrm’ Im.ﬁ Alarm Timer Task |
Steep( 10)s ), Walt for the signalling of R, g p =y
|;"a"':”.|..:ﬁtlf" wiilt HFHH s .th J e H’H'.;f_'.".'ﬂ'n*r_':f,rﬂfn_- w:f[{;;:f}:: ¢ Lvenl alarm_siart,
'ulf vent mm Himer :*r;un', o If Cignition_on && seat_belt off) ' '
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Thing | Element
Class

Active Class

structural

Interface

Use case

a0 e L ;
*’;‘* +-Collaboration
1- I _l..

&l r-- é

P 2 Ui Y ~—|, (1. sation)

Component

Node

Description

A template describing a set of objects which
share the same attributes, relationships. opera-

tions and semantics. It can be considered as a
blueprint of object.

Class presenting a thread of control in the sys-
tem. It can initiate control activity. Active class is

represented in the same way as that of a class but
with thick border lines.

A collection of externally visible operations
which specify a service of a class. It is repre-
scnted as a circle attached to the class

Defines a set of sequence of actions. It is nor-
mally represented with an ellipse indicating the
name.

[nteraction diagram specifying the collaboration

(Use case Reali-  of different use cases. It is normally represented

with a dotted ellipse indicating the name.

Physical packaging of classes and interfaces.

A computational resource existing at run time.
Represented using a cube with name.

Interaction

Behaviour comprising a set of objects exchang-
Ing messages to accomplish a specific purpose.
Represented by arrow with name of operation

i |
RERVINTS State Machine

Grouping Package

Annotational Note

Behaviour specifving the sequence of states
In response to events, through which an object
traverses during its lifetime.

Representatiop

‘ldcnﬂﬁcr

Variables
r_——'—-—..n

I Methods |

— e T

— — —_— e _E

e R

Nam¢

- ——-""'"_‘H

Organises elements into packages. It is only a
conceptual thing. Represented as a tabbed folder

Explanatory element in UML models. Contains
formal informal explanatory text. May also con-
tain embedded image.

-__-I-.---_-_-_-—-_-__—-—__-—— — - — = —

Namé

with name. e

Ao
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"'Tc:.bh- 2howus ha \/m )ﬁ,alaﬁiaﬁajujis n UML

: Relationship Description Representation
! Association It is a structural relationship describing the link between
| objects. The association m.". be one-to-one m: nrl:‘c-m-mnny. relationship
Aggregation and Composition arc the two variants of As- —_——F
sociation.
ﬁggfﬂgaliun | It represents is *a part of” relationship. Represented by a

line with a hollow diamond at the end. a part of :

Conposition

; Aggregation with strong ownership relation to represent
! ".. - g H L] L] P F ]
paaly au o LJ‘, the component of a complex object. Represented by i line
.'q...l.-".,_ L enl . ¥ .
when Ao | T “t. 4 with a solid diamond at the end. o
Generalisation Represents a parent-child relationship. The parent may be Child
i . " ) . 2 ; ’ i
more generalised and child being specialised version of
the parent object.
Parent -3
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Dependency Represents a relationship in which one element (object,
class) uses or depends on another element (object, class). —
Represented by a dotted arrow with head pointing to the 77 77==- 3
dependent element,
Realisation The relationship between two elements in which one Element |
clement realises the behaviour specified by the other cle- :
ment, | e :
y - Ale ¥ wp g e LR ' e |
A Element 2

E%‘)Al

"Il.' ey

asm s Q. auﬂ-’ /ﬂrucﬂw Vig
pdicatdy (ﬂlwﬁ; ¥ n
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Diagram Description

Gives a pictorial representation of a set of objects and their relationships. It repe

| Object disgrT | , i .
sents the structural organisation between objects.

Gives a pictorial representation of the different classes in a UML model, II*KL
interfaces, the collaborations, interactions and relationship between the clas
ete, It captures the static design of the system,

Class diagram

a system. It compris-

( diagram It is a pictorial representation of the implementation VIEW of : e
nen P relationships and

¢s components (physical packaging of classes and interfaces).
associations among the components.

i Compo

. Package

1 ' J ] menlts
jagram Itisa representation of the organis kages and their cle
ckage diag ¢ organisation of packag 3 i

di“gfﬂtm are mostly used for Organising usc casc diagrams ars class di
1 of run time processing nodes

Pa

It is a pictonal representation of the configuratio

i[}cplﬂfr'm‘:“[ diagram
| and the components associated with them.

Behoviowial dagems - "
Hj_?[,l},l.f sent _The G%M L [ beha ﬁunma-!_) '.adfﬂ- %
b £ym | } :
' ; L’JSJ: (ot ﬁLHl_ . .-’S-CV'L{'”LE C!-Lﬂ 7 .ﬁg-—[ﬂ:éﬂ_ .ﬂl—Lﬂ ,,:' C{l—q
Ej . mliﬂ, ‘ ) Ad‘rj‘w Ld dia rﬁwwl(j L,

4 rl&»{ﬂ E:L_-IT;" ALY ViéLd ola .

e . TET e ——— — -

Diagram Description

Use Case diagrams are used for capturing system functionality as seen by users.

Use Case diagram ! . .
It is very useful in system requirements capturing. Use case diagram comprise use

i. L :'.J rf“-rlIII 'ﬁ.-l-;" | ] : f .
S, phismg:s S cascs, actors (users) and the relationship between them. In use case diagram, an
rewdecle S womge o actor is one (or something) who (or which) interacts with the system and use case
HH i p il ] ‘ & @ A
4 trdin, LMt (DL is the sequence of interaction between the actor and system.
Sequence diagra;n Sequence diagram is a type of interaction diagram representing object interactions

with respect to time. It emphasises on the time ordering of messages. Best suited
for the interaction modelling of real-time systems.

Collaboration or Communication diagram is a type of interaction diagram repre-

Collaboration (Comm | : . . .
senting the object interaction and *how they are linked together’. It gives emphasis

diagram ect : |
to the structural organisation of objects that send and receive messages. In short, it
represents the collaboration of objects using messages.
Sate Chart diagram A diagram showing the states, transitions, events and activities similar to a state
, machine representation. Best suited for modelling reactive systems.
- Activity diagram It is a special type of state chart diagram showing activity to activity transition in

place of state transition. It emphasises on the flow control among objects.

e
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Tool
Rational ROSE B

Rational System Developer

Telelogic Rhapsody

Borland® To gether®
Enterprise Architect

ARTiSAN Studio

Microsoft® Visio

i
other  Apels

[

— fﬂ-
AL DS
J

I ] | f
VML ex

/!:-Z‘::c- UM
{ k
vllr:t‘-'

Hed

'.
'_'_..I-.r-"_l-l-'-r_

I. J:
Dia.  elc

-

Provider/Comments |

IBM Software {hup:ﬂwww-ﬂ3.ihm.cnnﬂsnﬁwarcfprnducmcnﬁ.:nt-:rpriﬁci

Eclipse” based tool from 1BM

Softwar Mol :
products/en/ratisoftarch) ¢ (http://www iIIIB.llzzuml.t:nrrmfsnfl1.'.'.111:1‘I

]
“dniven development tool for real-time or embed-
ware (http:ﬂwww-ﬂlibm.cnnlfsnl'twarcfpmd“m‘,

UML/SysML-based mode]

ded systems from IBM Soft
cen/ratichapfami)

Borland (www.borland.com)

Sparx Systems {hltp:ffwww.sparxsystcmﬂ.cum]

Artisan Software Tools Inc {http:ffww.nrtisansnf Iwaretools.cony)

product) supports UML model Diagram .
office/visio
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